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1. Copyright Disclaimer

Not applicable.

2. Document Control

Owner Registrar
Stakeholders All students and staff
Approving Body Academic Board

3. Approval, Publication and Review

3.1 Approval

This Records Management and Security Policy and Procedure was approved without amendments by the Academic
Board in the meeting held on 7t July 2022.

3.2 Publication

This Records Management and Security Policy and Procedure will be made available to individuals, including current
and prospective students seeking to enrol in Nova Anglia College, by publication on the website at www.nac.edu.au.
Alternatively, a copy of this document can be requested by contacting the Registrar Office at registrar@nac.edu.au.

3.3 Review

This Records Management and Security Policy and Procedure is subject to change and will be reviewed at least
once per year with no gap of three years or more between two consecutive reviews.

Next review date: March 2024

4. Purpose

The senior management of Nova Anglia College (hereinafter referred to as “NAC”) have a legal responsibility to
protect the organisation’s physical and electronic records and the information NAC holds.

The creation, security and retention of records is part of NAC's overall knowledge management system.

NAC keeps records to:
e provide an historical record of NAC’s operations, activities and decision-making;
e provide evidence of business transactions and decisions, for purposes of accountability;
e enable NAC to find the right information easily and comprehensively; and
e enable NAC to meet its legal and regulatory requirements for data management and reporting.

5. Scope

The scope of this document includes all students and staff at NAC.
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6. Record Keeping and Management Systems

NAC’s record keeping systems (which comprise staff, procedures and records management software) capture
records, protect their integrity and authenticity, provide access through time, dispose of records no longer required
by NAC in the conduct of its business and ensure records of enduring value are retained.

NAC's record keeping systems manage paper-based and technology-dependent records (including e-mail and audio-
visual recordings) and websites.

NAC's corporate system includes paper-based and technology-dependent files of administrative, committee papers,
staff and student records. These documents are of great value as they support NAC’s decision-making processes.

7. Creation and Management of NAC Records

Records play a vital role in the day-to-day administration of NAC. Records provide chronological evidence of business
transactions undertaken and contribute to administrative efficiency by ensuring appropriate evidence exists to
support decisions and actions. Records Management systems help in retrieving information about actual events,
decisions and discussions as and when required.

Once records are created, they are captured into an official record management system which ensures that the
records are properly maintained over time.
All NAC staff members have a responsibility to ensure that records:

e are created to support the business activities with which they are associated;

e meet the needs and protect the interests of the organization, its students and other clients affected by its
decisions and actions;

e comply with legal obligations and support NAC in meeting its accountability requirements; and
e are captured and preserved to meet the legal obligations.
Any record relating to the official business of NAC, created by a member of staff, is the property of NAC and needs
to be dealt with in accordance with this policy.
Neglect or failure to ensure adequate records are made and kept may result in:
e disadvantage to clients (staff, students, stakeholders, members of the community);
e insufficient evidence to support decision-making;
¢ inability to meet accountability requirements;
e poor decision-making through lack of accurate records;
e inefficiencies in administration;
e time-consuming futile searches; or
e inadequate historical records of NAC.

8. Types of Records

8.1 Student Records

A student file is created for each student. The student file may consist of paper-based and electronic records,
including records created and stored in Meshed Higher-Ed, the NAC’s Student Information System. The paper and
electronic student files combined are known as the “student record”.

The Registrar maintains the student records.

The student record contains as a minimum:

Records Management and Security Policy and Procedure This document is uncontrolled when printed.
Version: V1.4 | Date: August 2024 Page 4 of 9




www.nac.edu.au

! @ info@nac.edu.au
ANGLIA
COLLEGE @© 29 Amelia Street, Fortitude Valley, QLD 4006

e the completed Application for Admission Form;

e enrolment details;

e any agreement with the student;

e any information relating to request for, and granting of, credit for prior learning;
e results for each assessment event in a subject;

e the final mark and grade for each subject of study;

e details of payments and refunds;

e copies of testamurs and records of results issued; and

e any notes made by the academic /administrative staff about the student (including any disciplinary matters).

The entire student record is maintained for a period of at least two (2) years from graduation (or when the student
otherwise ceases to be a student).

Financial records relating to a student are kept for a minimum of seven (7) years.

Student results for each unit of study are retained indefinitely to enable the re-issue of an award and record of results
if required.

In the event of NAC's closure, student records will be transferred to the relevant higher education regulator, or as
otherwise prescribed by regulation.

Students may access information on their files as per the Privacy and Personal Information Policy and Procedures.

Third party access to personal information is only permitted when required by law or with the express permission of
the student as outlined in the Privacy and Personal Information Policy and Procedures.

For privacy reasons, some documents relating to a current or prospective student should not be retained by any NAC
departments. They should be passed to the Financial Manager to be stored in a secure manner. This information
may include but not limited to:

e Tax File Number details;
e bank account details and credit card details;

e passport details - should be sighted, noted as sighted in the student’s record system, and a copy should be
made and saved in the system;

e birth certificates - should be sighted, noted as sighted in the student’s record system and saved in the NAC’s
student's record system.

All records are subject to freedom of information requests.

Students must notify NAC and update their personal details by completing the Change of Personal Contact Details
Form on www.novaangliacollege.com.au within seven (7) days of any change of information.

8.2 Staff Records

The CEO maintains staff records.
Each staff member has a file created and maintained for the purpose of archiving:
e recruitment documentation;
e employment conditions / letter of offer / employment agreement;
e evidence of the “right to work” in Australia;
e position description;
e evidence of participation in the staff induction process (induction checklist);
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e certified copies of qualifications claimed;

e verification of experience;
e other employment related documentation including professional development and scholarly activity;

Original documentation must be sighted to verify the authenticity of qualifications. Copies on file must indicate the
date sighted and by whom (refer to Staff Recruitment, Induction, Professional Development, Appraisal and Promotion
Policy and Procedure, Section 2.5).

Disciplinary action or details of grievances in which the staff member is a complainant or respondent will also be
noted in the staff file.

Staff may access information on their files on request to the CEO.

Third party access to staff records is only permitted when required by law or with the express permission of the
relevant staff member.

8.3 Financial Records
The Finance Manager maintains financial records.

Financial records are created, secured, archived and retained consistent with contractual and legal requirements
(refer to Financial Management Plan).

Financial and contractual records are kept for a minimum of seven (7) years.
8.4 Email and Electronic Communication Records

Email (and instant messaging chat) records have the same status as paper records and should be preserved for similar
periods. Where an authorised electronic document and records management system is in place (e.g., Microsoft
Exchange), emails may be captured electronically into this system and managed as a record.

All email messages should provide sufficient information so that the content is clear and that they can be properly
classified to the relevant file.

8.5 Board and Committee Papers: Agendas and Minutes
The Registrar maintains audit-ready records of board and committee papers such as agendas and minutes.

Records of agendas and minutes are created, secured, archived and retained consistent with confidentiality
requirements and institutional administrative requirements.

Agendas will be circulated at least one week prior to a meeting. Submission deadlines will be set in advance and provide
sufficient time for preparation and approval. Late submissions may be added to the agendas as additional circulations.
Draft minutes will be provided to the Chairperson for approval within one week of the meeting and may be circulated
to the participants in the meeting until confirmed and approved at the next meeting, when they become final.

Agendas and minutes are archived and retained in the Office 365 platform (SharePoint) of NAC.
8.6 Course Design and Review Documents

Nova Anglia College implements a comprehensive record retention strategy for various course-related documents,
including course proposals, unit outlines, learning materials, assessment scripts, tutorials, constructive alignment
documents, benchmarking outcomes, course review outcomes, change of course register, change of curriculum
register, and any other documents associated with a course. It is important to note that these documents are
considered Nova Anglia College's intellectual property.

These materials are systematically generated, undergo rigorous review, and are securely stored with controlled
access measures in place. The retention periods are tailored to the specific needs of each document type. For
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course-related documents such as unit outlines, surveys, benchmarking, learning materials, assessment scripts,
constructive alignment documents, benchmarking outcomes, course review outcomes, change of course register,
change of curriculum register, and others, they will be retained indefinitely or until two (2) years after the course
is discontinued.

Additionally, any archived versions of these documents will be preserved for a period of two (2) years from the
date they are superseded. This comprehensive retention approach ensures compliance with regulatory standards,
accessibility of relevant information for authorized personnel, and the secure and confidential disposal of records
at the end of their designated retention periods. Nova Anglia College reaffirms its commitment to transparency,
accountability, and the recognition of these materials as valuable intellectual assets within its educational
programs.

8.7 Records Security and Access

NAC takes seriously its obligations under privacy legislation to safeguard all confidential information. NAC will also
ensure that anyone acting on its behalf maintains appropriate confidentiality. As such, it is a requirement that
records are held in a secure environment and safeguarded against loss, damage or unauthorised access. Only
authorised staff will be granted access to student and staff records.

9.1 Electronic Records

NAC maintains a secure computer network. Each user has their own password which allows them access to
appropriate functions and files within the system.

NAC has selected PaperCut, the Office 365 platform SharePoint and Microsoft OneDrive as print management
software and online document storage systems, respectively.

The IT Manager is responsible for the restriction of access to and security of electronic records.

9.2 Physical Records

Physical records are kept in secure areas or locked filing cabinets. Access is only available to authorised personnel.
9.3 Access to Records

NAC's record keeping systems aim to provide timely and efficient access to and retrieval of records. NAC's systems
will include and apply security controls on access to ensure the integrity of records is not compromised.

NAC’s staff are expected to access only those records and files which they need to fulfill the duties of the position to
which they are appointed. All functions at NAC will ensure that there are adequate systems in place to monitor
access to NAC's records, records cannot be altered and only staff with appropriate authority are given access.

The IT Manager issues and updates passwords and access details to defined individuals who require access to specific
parts of the computer system. Anyone seeking access to areas other than their normal operating areas will request
permission from the CEO.

Remote access to NAC's systems will require password authentication.

Privilege levels will be appropriately assigned to mitigate the impact of a breach if an account is compromised.

9. Version Management

In the interests of effective Knowledge management, NAC has implemented a system for managing the document
versions (refer to Section 7.4 of the Quality Assurance Framework).
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10. Record Retention and Disposal

Records will be retained and secured according to the following retention periods:

e General business records (including financial records): seven (7) years.

e Student records: two (2) years after the student ceases to be a student except for enough data to re-issue an
award or record of results to be kept in perpetuity.

e Staff records: five (5) years after the staff member ceases to be a staff member.

Staff files are kept for seven (7) years in accordance with Commonwealth legislation (relating to tax and operation
of a corporate entity). After this period, the file (if it is paper based) will be destroyed.

Any staff member must not dispose of any record (including public records) unless the record is disposed of under
authority given by the CEO. The preferred method is simply to electronically back up all documentation if it takes up
too much critical (operational) space, especially on the NAC main server hard drives. In addition, paper-based records
should be archived in NAC's secure storage locations.

Destruction refers to the physical destroying of records contained in any media.
A record may be destroyed only when it has no further value to NAC.

Some records that no longer have relevance may nevertheless need to be retained, either permanently or pending
their destruction. In such cases, they will be transferred to a secure location off-site for secondary storage.

The destruction of some public records is permitted without formal authorisation under normal administrative
practice. This includes such items as drafts, spare copies and rough notes. If there is an uncertainty as to the nature
of a document, the CEO will be responsible for clarifying this issue.

Destruction of records should be done with due regard for privacy. Where possible confidential records will be
transformed into an unreadable state using appropriate technology.

11. Security of Electronic Data

The breakdown of key IT infrastructure and loss of externally hosted services, either by mechanical means or human
intervention, can become a critical incident if proper safeguards are not put in place to ameliorate the impact of
such a breakdown. Such safeguards are detailed below.

12.1 Prevention Strategies Against Data Loss
In relation to IT Infrastructure, NAC ensures that the following preventions are implemented:

e Backups (including software as well as all data information) are sent off-site at regular intervals to facilitate
recovery; data is also synchronised with NAC’s Office 365 platform (SharePoint) providing a secondary backup
system;

e For the Learning Management System (e-creators) and the Student Management System (meshed), managed
backups are undertaken by the provider;

e Aremote backup facility is utilised to minimise data loss;
e Surge protectors are employed to minimise the effect of power surges on electronic equipment;

e Servers and essential equipment are protected with an Uninterruptible Power Supply (UPS) and/or Backup
Generator;

e An effective alarm system and accessible fire extinguishers are installed in the case of a fire; and

e Anti-virus software, firewalls and other security measures are employed.
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The computer network is maintained by a programmed regimen of maintenance along with ad hoc support as and
when required as stipulated in the service-level agreement (SLA).

12.2 Security Safeguards
Documents and records created in the course of the business of NAC are the property of NAC.

Staff should follow at all times NAC's Code of Conduct and the policies and procedures relating to computing access,
including access to e-mail.

12.2.1 Protection Against In-house Intrusions
The following measures ensure records are protected against in-house intrusions:
e All administration and student computers will be password protected;

e Student user accounts will have restrictions so that the standard computer configuration and software settings
cannot be changed;

e All staff will have to change the password to the IT systems periodically;

e Data will be analysed by the IT manager periodically; and

e Every workstation will have an image saved on the Cloud system to recover any unwanted data loss.
12.2.2 Protection Against External Intrusions

e All access is protected by firewalls against unauthorised external access from outside the network; and

e All servers are protected by anti-virus software.
12.2.3 Protection Against Equipment Damage or Compromised Data

e NAC will have two dedicated internet connections to avoid complete failures.

e NAC network systems will be installed in a secure and temperature-controlled environment. Spare hardware
is kept to replace damaged parts quickly.

e SLA with external providers will have clauses to recover from failure within 24 to 48 hours.

12. Related Documents

e Business Continuity Plan
e Critical Incident Management Plan and Procedure
e Financial Management Plan

e Quality Assurance Framework

13. Related Legislations

e Higher Education Standards Framework (Threshold Standards) — Standard 7.3.3

e National Code of Practice for Providers of Education and Training to Overseas Students 2018
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